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1.

Phoenix Adaptive Firewall ( ) MIPS

Phoenix Adaptive Firewall version 1.5.3

1.1. Phoenix Adaptive Firewall

Progressive Systems Phoenix Adaptive Firewall (
)
Phoenix
111
Phoenix
112
Phoenix

113
Phoenix Adaptive Firewall ( )
100% Java
Progressive Systems Phoenix GUI (Netscape 4.0.6

AWT ) Phoenix

Web
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Phoenix
(Adaptive Firewall Technology)
Phoenix
Phoenix
Phoenix
( ) ( )
1.2
Phoenix Adaptive Firewall (
)

1
2 Phoenix
3 x86 PC
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TCPI/IP
Computer Networks
By Andrew S. Tanenbaum
(March 1996) Prentice Hall; ISBN; 0133499456

Internetworking with TCP/IP Vol. I: Principles, Protocols, and Architecture
By Douglas E. Corner
(March 1995) Prentice Hall; ISBN; 0132169878

TCP/IP lllustrated, Volume I: The Protocols (Addison-Wesley Professional Computing
Series)

By Richard Stevens

(January 1994) Addison-Wesley Pub Co.: ISBN; 0201633469

Firewalls and Internet Security: Repelling the Wily Hacker
By Willian R. Cheswick, Steven M. Bellowin
(June 1994) Addison-Wesley Pub Co.: ISBN; 0201633574

Building Internet Firewalls
By D. Brent Chapman, Elizabeth D. Zwicky, Deborah Russell (Editor)
(September 1995) O'Reilly & Associates; ISBN; 1565921240

Computer Communications Security: Principles, Standard Protocols and Techniques
(Addison-

Wesley Professional Computing Series)

By Warwick Ford

(January 1994) Prentice Hall; ISBN; 0137994532



Linux

Maximum Linux Security: A Hacker’'s Guide to Protecting Your Linux Server and
Workstation

(October 1999) Sams; ISBN; 0672316706

Running Linux
By Matt Welsh, Matthias Kalle Dalheimer, Lar Kaufman, Matthew Welsh
(August 1999) O'Reilly & Associates; ISBN; 156592469X

Linux Install and Configuration Little Black Book: Little Black Book
By Dee-Ann Leblanc, Isaac Hajime-Yates
(November 1999) The Coriolis Group; ISBN; 1576104893

Unix

UNIX System Adiministration Handbook

By Evi Nemeth, Garth Snyder, Scott Seebass, Trent R. Hein
(January 1995) Prentice Hall; ISBN; 0131510517

World Wide Web
CERT: Carnegie Mellon University’s Computer Security Task Force

http://www.cert.org

Bruce Schneider: Counterpane; General tips on computer security and encryption

http://www.counterpane.com

Packetstorm: Secure archive site of exploits

http://packetstorm.secutiry.com

Risks Digest: News group on computer risks

http://www.catless.ncl.ac.uk/Risks

Antionline: General security news site

http://www.antionline.com

Slashdot: News group on Linux and related topics
http://www.slashdot.org
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2 Phoenix

2.1
Phoenix Adaptive Firewall ( )
1 8HX8"
3 300MHz  x86
Linux 2.2 MIPS
Linux 2.0
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ARP
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1. LED
Tx/Rx
Link
Col ( )
100M 100M
Disk
Firewall
2. (LCD Screen)
3. (Keyhole Button)
4. (Configuration Panel)
VPN
212 3 )
)

2 -3
x86 3
1. (Security Lock Hole)
2. USB
3. SCSI
4. / (OK to Power Off)
tx/rx
"OK to Power Off”
5. #1 (Serial Console Port #1)

115200 ( 8N1)
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/dev/cual

6. #2 (Serial Console Port #2)
9600 ( 8N1)
/dev/cual
7. (External Ethernet Port) RJ-45
/ 10/100 Base T
ethl
8. (External Ethernet Port) RJ-45
10/100 Base T ethO
9. 3 / PCI
tx/rx
10.3 / (3rd Ethernet/Perimeter Network
Port) RJ-45 /IDMZ 2
10/100 Base T eth2
11. (Power Switch) /
12. (Power Socket) AC 100 — 240V
AC 50/60Hz 1.6A 60W( )
2.1.3 (2 )
T fap e N T
— 568
3 -2
MIPS 2
1. (Serial Port)
9600 ( 8N1)
/dev/cua0
2. (External Network Connector) RJ-45
/ 10/100 Base T
ethl
3.
tx/rx 100M
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4, (Internal Network Connector) RJ-45
10/100 Base T

ethO
5.
tx/rx 100M
6. (OK to Power Off) Phoenix Firewall
(Power Switch) /
(Power Socket) AC 100 — 240V
AC 50/60Hz 1.0A 40W( )
214 3 )
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1. (Power Switch) /
2. 3 / PCI
tx/rx
3. (Keyhole Button)
4, (Serial Console Port)
9600 ( 8N1) /dev/cua0

5. (External Ethernet Port) RJ-45

/ 10/100 Base T

ethl

« ) « )

6. (External Ethernet Port) RJ-45
10/100 Base T ethO
« )
« )
7. (Power Socket) DC 12v DC
3.3A AC 100-240V AC 50/60Hz 1.2A 45W( )
8. (Configuration Panel)
VPN

9. (LCD Screen)
10. (Security Lock Hole)
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2.2

(Enter)

Save Network

Configuration?

Use UP Arrow
to Confirm

Down Arrow

to abort

Network Configuration

16

S (Select) E

Save
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Network Configuration ( )

S 1

(Network Configuration)

Internal Address
000.000.000.000

000 255

Internal Netmask
255.255.255.000

128.000.000.000 255.255.255.252

Save Network

Configuration?

17



Use UP Arrow

to Confirm

Down Arrow

to abort

Net Config Saved
Rebooting System

Procedure has
been ABORTED!!

Enable Transprnt
Ethernet?

18

ARP
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Message Que ( )

Message Queue (

-> to Exit

<- for Date

M:>>>>System<<

06>>>>Ready<<

60

Recv'd 10/26/99
11:27:30 GMT

50
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Disable External Interface (

Disable External Interface (
) E 1

Disable External

Interface?

Use UP Arrow
To Confirm

Down Arrow
To abort

External Interface
Disabled

Procedure has
been ABORTED!!
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Drop External Firewall ( )

SMS GUI
SMS
IP
1P
SMS
S 4
Drop External Firewall (
) E 1
3
Drop the External
Firewall?
Reboot Appliance ( )
S 5
Reboot Appliance (
E 1
Reboot the
System?
Shutdown Appliance ( )

Shutdown Appliance (
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Shutdown the
System

Exit ()

Exit( )

222

Reset GUI Passphrase (GUI

Reset GUI

Passphrase?

Use UP Arrow

to Confirm

“OK to Power Off(

Reset GUI Passphrase (GUI
E 1

22

GUI



Down Arrow

to abort

GUI
Pass Phrase:
code buff tidy
GUI
Enable Telnet (Telnet ) telnet
S 1
Enable Telnet (Telnet )
E 1
telnet
Root Password:
dutycern
telnet daemon 2323 5
telnet daemon
telnet
Disable Telnet (Telnet ) telnet daemon
S 2
Disable Telnet (Telnet )

E 1
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SmartGate Administrator Enable (SmartGate )

SmartGate
S 3
SmartGate Admin Enable (SmartGate
) E 1
Display MAC Address (MAC )
S 4
Display MAC Address (MAC
E 1 IMAC
Mac Address:
0010e0003779
Progressive Systems
Reset to Factory Defaults ( )
S 5
Reset to Factory Defaults (
) E 1
3

Reset to Factory
Defaults?

Use UP Arrow

to Confirm

Down Arrow

to abort
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Exit ()

5
Exit ( )
2.2.3
Phoenix
1
Phoenix
2
/
1.
Reboot Appliance
E 1
Reboot the
System?

25
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System Rebooting

2. Cobalt Networks S

Select Option:

Boot from disk

3. Config boot disk

Select Option:
Config boot disk

Select boot disk
hdal

Select boot disk

done

Select Option:
Config boot disk

6. E Loading Kernel

Phoenix CORE boot

7. Phoenix CORE boot

26

Booting



Factory

Reinstall
8.
2
6.1 S
Reboot Appliance
E 1
Reboot the
System?

System Rebooting

6.1 Starting Up

Phoenix

CORE boot...

6.1

Factory
Reinstall

6.1

27
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GUI (Restore

Configuration)

Progressive

Systems
2.3
Phoenix Adaptive Firewall (
) VPN /
VPN
/
231
” The Network is NOT Configured ( "
“Press S and then E to Start... (S E L)
2. ” The Network is NOT Configured (
)" S E
3 IP
IP E
4. 255.255.255.0
E
5 IP
1P E
6.

255.255.255.0

28



2.1
7.
E

8.
9.

Saved Gen’g Passphrase (

)”

10.

(SMS) GUI
11.

Phoenix
Phoenix Adaptive Firewall (
)
Phoenix Adaptive Firewall (
) SMS

Java AWT 1.1.5( Netscape 4.07

Web
1. Web IP

8181

SMS
2. SMS
3. SMS

OK

4. SMS

29

” Net Config

SMS

Secure Management System

( )
http://137.175.48.107:8181  Java
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7
2.4 Phoenix
Phoenix
tar

2.4.1 Phoenix
1 SMSGUI

SMS 7.1

File ( ) Backup

Configuration ( )

4  File( ) Upgrade ( )

You are about to perform an Upgrade. Selecting ok will cause a browser window
to open and initiate a file upload operation. Click on OK.
OK
OK
5 Upload upgrade package
to Phoenix Appliance.  Phoenix
“Please enter the filename of your upgrade

package or click Browse.”

(Browse) *.html

30



package ( )
)

Upload successful (
6
6.1 S

Reboot Appliance
E 1
Reboot the
System?
System Rebooting

6.2 Cobalt Networks S

Select Option:
Boot from disk

6.3 Config boot disk

31

Upload

File upload successful (



Select Option:
Config boot disk

6.4 E

Select boot disk
hdal

6.5 E

Select boot disk

done

Select Option:
Config boot disk

6.6 E

Phoenix CORE boot

6.7 Phoenix CORE boot

6.8

Loading Kernel

To confirm upgrade, push up and down

arrows at the same time or E key to abort upgrade.

(
E

32

Booting



6.1 S 5

Reboot Appliance

E 1
Reboot the
System?
System Rebooting
6.2 Starting Up 5
(Phoenix CORE boot...
)
6.3 Phoenix core init S 5
6.4

To confirm upgrade, push up and down

arrows at the same time or E key to abort upgrade.

(
E )

7 SMS
File( ) Backup
Configuration( )

33



3 Phoenix

Phoenix Adaptive Firewall (

5
3.1
Phoenix Adaptive Firewall ( )
486-DX2 Pentium x86

Pentium {Pro, II, 111}
T1/E1 2Mbps Pentium
2 8
PCI
3Com 3C90x
RAM
32MB
3.2
Phoenix 2.0 2.2 (OSs ) RedHat S.u.S.E.
Turbolinux Linux
1
Phoenix
LASERS 6.2 2.2.14 1.5.3
Red Hat 6.0 6.1 2.2.14 153
Red Hat 5.2 2.0.34, 2.0.35, 2.0.36 | 1.5.3
SUSE 6.3 2.2.14 153
Turbolinux 6.0 2.2.14 1.5.3
1

34




3.3

Phoenix
331
IP

rlogin rsh
332
1 LAN

NIC

NIC

Phoenix

(ON

make menuconfig

ftp http

Linux

RedHat Linux " "

Phoenix Adaptive Firewall (

35

telnet

LAN
NIC

NIC

r-exec



Linux NIC/

http://cesdis.gsfc.nasa.gov/linux/drivers

3.3.3 Phoenix
1. ftp web RPM

2. RPM RPM rpm -i
<phoenix.rpm> RPM

rpom —ivvh <phoenix.rpm> > /tmp/phoenix.install/log
[tmp/phoenix.install/log
Progressive
Systems
RPM

ifconfig eth0

4. Secure Management System GUI

3.3.4 Phoenix
Phoenix RPM rom -U

Phoenix RPM
Phoenix fetc/phoenix
1. ftp Web RPM
RPM RPM
RPM
RPM
2. rpm -e phoenix Phoenix
3. RPM
rom -i  <phoenix.rpm>
RPM RPM

36



rpom —ivvh <phoenix.rpm> > /tmp/phoenix.install/log
[tmp/phoenix.install/log

Systems
RPM

4. Secure Management System GUI

3.3.5 Phoenix
Phoenix
1. rpm -e phoenix

2. rm —rf /etc/phoenix

Progressive-Systems

3.3.6 Phoenix Adaptive Firewall
Progressive-Systems
"Personal Edition”
Phoenix Adaptive Firewall (
Phoenix PE

Phoenix PE

2 1P /30 TCP

TCP / IP

Progressive Systems

37
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ethO /MAC
ethO MAC
Isbin/ifconfig ethO

ethO Link encap:Ethernet Hwaddr 00:A0:CC:58:39:A1

Hwaddr MAC 6

FAX
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4 Phoenix Adaptive Firewall
Phoenix Adaptive Firewall ( )

User Space

ShS GUI in Java

Enabled Browser

e-conduil

7N
/ I

thitpd pallogd

port: 8181 port: 2005
| ﬂ\/ @ i

phoenix log filter file —=== | |dfirewall

pafserver

. 1
\ _

Kemel Space

5 Phoenix Adaptive Firewall

39



4.1

4.1.1 pafserver

pafserver Security Management System (4.2.1
) Web pafserver Idfirewall
(4.2.2 ) SMS
pafserver 2005
Phoenix pafserver
Idfirewall
4.1.2 paflogd
paflogd
/var/log/phoenix.log
paflogd paflogd
/var/log/phoenix.log paflogd
4.1.3 thttpd-phoenix
thttpd-phoenix Secure Management System GUI
Web thttpd-phoenix 8181
GUI 2005
4.1.4 pafnanny
pafserver paflogd thttpd-phoenix
3
SMS pafnanny
pafnanny
SMS
SMS ( )
4.1.5 e-conduit
e-conduit SMS pafserver

40



56-bit DES

SHAZ1 90bits e-conduit
4.1.6 phoenix
phoenix
41.7
Phoenix
SMS
41.8

Phoenix Adaptive Firewall (

SMS GUI

(Cracking prevention) SATAN

(A restricted site list)

(A trusted site list)

File Transfer Protocol
Telnet

41



World Wide Web (mosaic Netscape gopher WAIS)
News (nntp)

SMTP (Simple Mail Transfer Protocol)
Pop (Post Office Protocol)
IMAP (Internet Mail Access Protocol)
(Domain Name Service DNS)

UUCP (UNIX to UNIX Copy)
Whois
Finger
Talk/
Archie
UNIX "r (rsh, rlogin, rcp)
Secure Shell
X11
Lan Manager (NetBIOS)

(Network Time Protocol NTP)

TFTP (Trivial File Transfer Protocol)
IPsec (IP Security)
PPP
Ident
(RIP, OSPF, BGP, EGP)
Syslog
SNMP (Simple Network Management Protocol)
Ping/Traceroute

ICMP (Internet Control Message Protocol)

4.2
4.2.1 Secure Management System (GUI)
Java
GUI 7.1

42



10
GUI

Phoenix GUI Phoenix Adaptive Firewall (

File ( )
File ( )

Phoenix GUI

Phoenix

Firewall ( )
Firewall ( )

Admin ( )

Admin ( )

Phoenix

About ( )

About ( )
Phoenix

43



New Firewall ( Ctrl+N
) ” ”
Open Firewall File... ( Ctrl+O
)
Save Firewall File... ( Ctrl+S
)
.bak
Save Firewall File As...
(
)
Delete Firewall File... ( Ctrl+D
)
Backup Configuration ...
( ) GUI
Restore Configuration ...
( ) GUI
Upgrade... (
)
Logoff ( ) Ctrl+Q
GUI
2 SMS File (

44




Firewall Status (

)
Idfirewall
Save and Activate | Ctrl+C GUI
Current... (
)
Activate Current | Ctrl+F
Firewall... (
)

Deactivate Active | Ctrl+X
Firewall... (

)
Set Startup Firewall... ( Ctri+T

)

Remove Startup Firewall | Ctrl+R

(
)

Custom Protocols... (

)

3 SMS Firewall (

45




Change Passphrase... ( GUI
)

Licenses ( )

Phoenix License Phoenix
(Phoenix )

SmartGate VPN SmartGate
License (SmartGate VPN

)
Telnet.. telnet
Options... ( )
Host Configuration... (
)
IP Masquerading 1P
Configuration ... (IP
)
Port Forwarding
Configuration ... (
)

Logging ( )

View Log ( )

Download Log (
)

4 SMS Admin ( )

46




4.2.2

Phoenix
Phoenix
SMS telnet
SMS Admin Telnet
2323  telnet
telnet telnet <myfirewall> 2323
<myfirewall> IP

Phoenix init

Phoenix

fetc/rc.d/init.d/phoenix

letc/rc.d/init.d/phoenix {start]stop]shutdown|]status]|masq-config]portfw-config}

start

stop

shutdown

status

masq-config

portfw-config

Phoenix
pafserver paflogd thttpd-phoenix

pafserver paflogd thttpd-phoenix

pafserver
paflogd thttpd-phoenix
ID pafserver paflogd thttpd-phoenix
Idfirewall
1P

47



Ildfirewall
Idfirewall

Idfirewall

fusr/sbin/ldfirewall interface firewall-file

fusr/sbin/ldfirewall -r interface

lusr/sbin/ldfirewall —q [interface...]

fusr/sbin/ldfirewall -v

lusr/sbin/ldfirewall -p

fusr/sbin/ldfirewall -1 1D

pafphrase
SMS GUI
pafphrase GUI

Phoenix

Phoenix

—P

Phoenix

-V

GUI

fuser/shin/pafphrase

48



telnet

SMS Admin

telnetd

telnet telnetd

<myfirewall>

49

telnet daemon

SMS GUI
5
telnetd

2323
telnet <myfirewall> 2323
IP



5 Phoenix

( OS Phoenix
)
51
(1SP) ISP CSuU/DSU
Phoenix
LAN
CSuU/DSsU ISP
CSuU/DSU
CSuU/DSU
ISP
( )
51.1
IP
24 (
©)
IP External

Gateway

50



6
Gateway
Router
203.217.90.3
Internal
Hosts
host a host b host ¢

203.217.90.4 203.217.90.5 203.217.90.6

6

IP (203.217.90.3)
203.217.90.x/24
PC  203.217.90.3
PC
PC

51



Gateway

Router
Ethernet 203.217.90.3
Crossover — ™
Cable 203.217.90.20

Firewall

203.217.90.30
Internal
Hosts
host a host b host ¢

203.217.90.4 203.217.90.5 203.217.90.6

7

51.230
255.255.255.252 /30
4 1P
2 1
CSU/DSU 2

LAN /30

ISP CSuU/DSU
LAN

52



(/30 net)

ISP

203.217.90.3 100111730

10.1.1.2730

hub

Firewall

203.217.90.3

2032.217.90.4 203.217.90.5
203.217.90.4 203.217.90.5
8 30
513 IP
IP 1P
10.X.X.X 192.168.0.X IP

53



CSuU/DSU

CSU/DSU
5.1.4 24
1« )
24

255.255.255.0

5.2
DMZ(De-Militarized Zone/
Web
DMz

DMz
DMz
DMz

DMz

30

54

ISP

254

Progressive Systems



203.215.10.1

Firewall

203.216.80.1

203.217.90.3

host x

203216802

203.216.80.3

Internal

Hosts

55

203.217.90.5

host ¢

203.217.90.6



6

Phoenix Adaptive Firewall ( )

World Wide Web

World Wide Web World Wide Web
( )
(GUI)
Dan Farmer SATAN (System Administrator's
Tool for Analyzing Networks) ( )
6.0.1
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Progressive Systems

6.1
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LAN

LAN

LAN

A
(Adaptive Firewall Technology)

(Adaptive Firewall Technology)
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2.
C )
ICMP
5.
4
5 Phoenix
Progressive Systems Phoenix Adaptive Firewall (
) 2

Phoenix Firewall
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7 Phoenix Adaptive Firewall

Phoenix Adaptive Firewall ( )
Phoenix

Secure Management System GUI

7.1 Secure M anagement System

SMS GUI 4.07 Java Netscape
Windows
Linux Netscape Java
SMS KDE
Netscape 4.07
Linux Netscape
Web http://www.progressive-systems.com/support/
SMS
SMS
http://myfirewall:8181 “myfirewall”
IP Phoenix
10 SMS
SmartGate VPN
“Start Secure Management System(SMS )” SMS
u
GUI SMS
12
13
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S —— phounin frewnl

| STHAT SECURE MARNSGERENT Sv5TEM |
| PHOEMIN FIBREWALL SUPFOST S6TE EXTERKALL |
greniced docsyrisiee wpdalm ok

| POARRLOAD S ARTADNER (WARTICESI
| POWILOAD SMARTPASS CUBNTS [WINDDWS) |

AT, UNLY, SOLAMS - EXNTEFMALI

| VPN SUEERORT SHTE HEETERRAL |
el TN R | el

D

MEOENMEEEIYE RFETERN

FEa1 AR i YTAY SSEETE

10 Phoenix
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[
( )} PrROTECTED BY

PROGRESSIVE SYSTEMS = WWW.PROGRESSIVE-SYSTEMS.COM

11 SMS

Bl Pazzsphraze Expired

Your passphrase has expired Press OK to change your passphrase.

TE' Jawa

12 SMS

M Change Faszphraze

21d passphrase!

Mew passphrase:

\arify passphrase:

O l G:ancell

I-Ei Jawva

13 SMS
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7.1.1 Secure Management System

SMS GUI
File ( ) Firewall ( ) Admin ( ) About (
) 4.2.1
4.1.8
Progressive-Systems
"Select an item from the list to the left ( )"

( 14 )

;. Editing - Untitled

=1 Comrmon Interriet
£ mail Services
£ Uniig
B Multirmedia
£ ven
£ Metwark Management ”
!EZ:} Ny
Retrote Managemant hﬂ@ﬂ{A
L adaptive firewall
PROGRESSIVE SYSTEMS
2000 W, FMENDERSON RD. WWW.FROGRESSIVESYSTEME.COM
Suite 400 INFD(@PREEREEHLVE'EYETEME.I:DM
CoLuMaus, OH 43220 614,.326.4600
BUSTOMER SUPPORT LINE; BOD.330.F1R/7F
E] dava

14 SMS
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; Editing - Untitled

El Teinet
- Bl File Transfer (FTP)
- Bl Warld Wide Wb
- Bl HTTP Secure
- Bl News (NNTF)
- B Talk! chat
- El Domain Name Service
LB name senice (01dy
£ Mail Services
[T

B Muttimedia
Eaven
3 network Management.
Bl Remote Management
B Log

e
SRR
g
s

[~
[~

15 SMS Common Internet

“Common Internet K
1 2 2
2 n
» 1 /

15
“World Wide Web”

/

/
“Incomming ( )’

/

“World Wide Web”
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Adaptive Firewall 1.4b; ( b ; Editing - Untitled

irewwall Admin Ahout

0 Yearld Wida Weh
=7 Global 7 i
[ s
td Gopher
[¥ ‘Won Standard

[ Common Intemet
B Telnet

- B File Transfer (FTP
& B World Wid b

- B HTTP Secure

Bl Mews (NNTF) ~ Local Semnvers;  Bemote Clients:
- B TalkiChat 137.175.48.10 ;l e ;l
- Bl Domain Mame Senice ' '
LB Mame Servica (Old)
£ mail Services

1 UK

Multirredia

£3 v | 2|
Iil Metwork Management

Firewall Assistance.
Remote Management The User has the option of selecting anv of four common World Wide Web -
Log crotocols.  Thers are specific selections for the web mawization utllties
zopher and WALS (Wide dres Network Search), s hon Standard checkbox for
rpriyi lezed tep ports (1024-65635), and: AW for HTTP serpices such as Netscape
and Mosaic. The checkboxes for thess services are additive. allowing the user
to select ary or all of the four avallable application types:

itk NOTICE s

The Non-Standard opticn should ONLY by used for outbound connections.
LUNLESS ¥OU ARE ABSOLUTELY CERTAIN, DO WOT CHEGK THE Non-Standard BOX FOR
INEOUND CORNECTIONS! !

™~ Qutgaing

e

If the Inconing checkbox |s selected, then selecting any of the four services =

[&F[ Java
16 SMS (WWW)
“WWW” Web
Local Servers ( )
Remote Clients ( )
Local Servers ( ) (2
) Web Remote Clients (
) (2 ) Local Servers ( )
Web IP
( )
Web IP
Remote Clients (
) *)
Web Local Servers ( )
137.175.48.10 Remote Clients (
) *
137.175.48.10 ( 16 )
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Adaptive Firewall 1.45;

irewwall Admin Ahout

7 Glabal

[ Common Intemet
B Telnet

- B File Transfer (FTP

& B World yWid 1

- B HTTP Secute

B mews (NNTF

- Bl Talk/ Chat

- B Domain Mame Semwvice
L § mame Service (Old)
Iil Mail Services

27 UNI

Multirredia

3 vP

Iil Metwork Management
Refmote Managernent

Log

;. Editing - Untitled

Warld Wide ek
" Incoming
(@ Cutgaing
r Local Slients: r Remote Sarvars:

| k|

Firewall Assistance

e

The user has the option of selecting anw of four common World Wide Web -
protocals.  There are specific selections for the web navlzation utllities

zopher and WALS (Wide dres Network Search), s hon Standard checkbox for

rpriyi lezed tep ports (1024-65635), and: AW for HTTP serpices such as Netscape
and Mosaic. The checkboxes for thess services are additive. allowing the user

to zelect any orall of the four evallable application types:

itk NOTICE s
Nan-Standard option should ONLY by used for outbound cannections.

[The
UNLESS ¥OU &RE ABSOLUTELY CERTAIN, DO WOT CHEGK THE Mon-Standard BOX FOR

INBOUND. CORNEETTONS! !

If the Inconing checkbox |s selected, then selecting any of the four services =

E‘ dava

17 SMS (WWW)

Outgoing (
Local Clients (

Web

) Remote Servers ( )

Web

Local Clients ( ) Remote Servers (

Firewall Assistance (

*)
WAIS Gopher

16 Non Standard (

Firewall Assistance (
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1.2
721

System (DNS)

722

(DNS

DNS

1P

Domain Name

NIS (Network Information Service)

Client ( )

<network_address;netmask>

C 5
24 255.255.255.0 1 254
25 255.255.255.128 2 126
26 255.255.255.192 4 62
27 255.255.255.224 8 30
28 255.255.255.240 16 14
29 255.255.255.248 32 6
5 C
C 137.175.48.0
telnet Outgoing ( )
Telnet Local Clients( )
137.175.48.0;24 Remote Servers( *
7.2.3
*
* SMS
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7.3

SMS outgoingonly /
7.4
Phoenix Adaptive Firewall (
)
7.4.1 Global ( )
Cracking Prevention ( )
4
Port Scanning ( )
SATAN
Anti-Spoofing ( )

(Anti-Spoofing)
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Local Networks( )

(Source Routing)

Cracking
Prevention ( ) Source Routing ( )
Allow Estab ( )
Local Networks/Hosts( / ) Remote Networks/Hosts
( / ) (*)
/
Restricted Sites ( )
Enforce ( )
Enforce ( ) Undesirable
Outsiders ( ) Grounded Locals (
)
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Trusted Sites ( )

7.4.2 Common Internet ( )
Telnet telnet telnet
telnet
telnet 23 tcp
File Transfer Protocol ( )
Enable (
Incoming ( )
FTP Local Servers (
) Remote Clients ( )
IP
(7.2.2 ) *
*
Outgoing ( ) FTP
Outgoing ( )
Enable ( )
Local Servers ( ) Local Clients (
) Remote Clients ( ) Remote Servers
( )
IP
FTP ftp-data ftp 20/tcp 21/tcp
World Wide Web World Wide Web 4
Web
gopher WAIS (Wide Area Index Search)
Non Standard ( ) Netscape Mosaic
HTTP WwWWwW
4
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4 Local Clients ( )

Remote Servers ( )
Restricted Sites ( )
Web
Web
Non Standard ( )
tcp 1024 65535
8.1
/ World Wide Web
http/web 80/tcp (WWW)
wais
gopher
non standard ( )
HTTP Secure HyperText Transmission Protocol
Netscape HTTP
“https://”
Secure Socket Layer (SSL)
HTTP Secure tep 443

News (NNTP)

m
(
)
News
Enable ( ) Outgoing ( )
Local Clients ( ) Remote
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Servers ( ) Enable ( )
Outgoing ( ) Local Servers (
) Remote Clients ( )
IP *
NNTP  tcp 119
Talk and Chat ( / ) (talk) (chat)
Phoenix Adaptive Firewall ( )
/ (Talk/Chat) talk ntalk ("New
* Talk) irc (Internet Relay Chat)
Incoming ( )
Outgoing ( )
Incoming ( ) Outgoing
( ) Local Servers ( ) Remote
Clients ( ) Local Clients ( )
Remote Servers ( ) talk
ntalk " "
/
Talk 517/udp
Ntalk 518/udp
IRC 197/tcp
Domain Name Service Domain Name Service DNS TCP/IP
DNS IP
ftp.progressive-systems.com ftp Com

Progressive-Systems
1
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Outgoing ( )

Queries ( ) *)
Local Servers ( )
Incoming (
) Queries ( )
Local Servers ( )
Remote Clients ( ) (*)
TCP Queries (TCP )
TCP Queries (TCP ) 2 1
DNS 512
TCP
TCP
2
Remote Clients ( ) *)
DNS
BIND 8
DNS TCP
Queries (TCP )
DNS
/ DNS
53/udp
TCP ( ) 53/tcp

Name Service
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Domain Name Service

Domain Name Service DNS TCP/IP
DNS IP
ftp.progressive-systems.com ftp
Com Progressive-Systems
1
IP
Outgoing ( ) Queries
( ) TCP Queries (TCP )
Local Servers ( ) ™
Incoming ( ) Queries
( ) Local Servers ( )
TCP Queries (TCP )
Remote Clients ( )
* TCP UDP
DNS
Phoenix 1.04 TCP Queries (TCP
) “Sec. Dump” Remote Clients ( )
“Remote for dump ” Phoenix
DNS
BIND 8 DNS
Phoenix TCP
TCP

TCP
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TCP

Progressive-Systems

BIND 8 “
7.4.3 ail Services ( )
SMTP Mail (SMTP ) 1
SMTP
SMTP Simple Mail Transfer Protocol sendmail
Enable ( )
Local Clients ( )
IP Remote Servers (
) IP
SMTP  tcp 25
POP Mail (POP ) POP(Post Office Protocol)
POP
POP-2 POP-3
Incoming ( ) Enable ( )
Local Servers ( ) Remote Clients (
) POP Outgoing ( )
Enable ( ) Local
Clients ( ) Remote Servers ( )
POP
/ POP
Pop-3 110/tcp
Pop-2 109/tcp
IMAP Mail (IMAP ) IMAP (Internet Mail Access Protocol)
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IMAP

2/4 3
Incoming ( ) Local Servers (
) IMAP Remote Clients ( )
Outgoing ( )
L ocal Clients ( ) Remote Servers ( )
IMAP
/ IMAP

v2/v4 143/tcp

v3 220/tcp
CCMail P.O. ccMail

cc:Mail
ccMail
ccMail tep 3264
CCSO Phonebook CCSO Phonebook
CCSO Phonebook tcp 105
7.4.4 Unix
Archie  Archie ftp
Incoming ( ) Enable (
Local Servers ( ) Remote Clients (
Archie Outgoing ( ) Enable (
) Local Clients (

) Remote Servers (

Archie udp 1525

Finger Finger
Whois

Finger
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Archie

finger

Phoenix Adaptive Firewall (

)



) finger Incoming (

) Outgoing ( ) finger
Enable ( )
Incoming ( ) Local
Servers ( ) Remote Clients ( )
Outgoing ( ) Local Clients (
) Remote Servers ( )
Finger tcp 79
Whois Whois ID ID
whois
Whois
rs.internic.net Internet Registry
Whois tcp 43
UNIX R- UNIX R-
UNIX
1 rexec
rlogin
rexec rsh
UNIX R
Phoenix Adaptive Firewall (
)
R-
rlogin rsh rexec
Incoming ( ) Local Servers (
) Remote Clients ( )
IP *
/ UNIX R-
rsh 512-1023/tcp
rexec 512/tcp

512-1023/tcp rlogin
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515/tcp printer (lpr)

X11 X111
X11
X11

Incoming ( )
Local Programs On(
On (

/ X11
:0.0
0.1
:0.2
XDM

UUCP UUCP UNIX UNIX
TCP/IP

Enable (

Incoming ( )
Remote Clients ( )
Enable ( )
Local Clients (
) UUCP
UUCP  tcp 540

TFTP Trivial File Transfer Protocol
TFTP
TFTP
Incoming ( ) Enable (
Local Servers (
) TFTP
Outgoing ( )

78

Outgoing (

) Remote Displays
Local Displays On (

Remote Programs On (

UUCP

News FTP
)

Local Servers ( )

UUCP
Outgoing ( )
) Remote Servers (

FTP

TFTP
)

Remote Clients (
Enable ( )
Local Clients (



) Remote Servers ( ) TFTP

TFTP  udp 69

Rsync Rsync

Rsync tep 873

SOCKS SOCKS TCP
SOCKS SOCKS

SOCKS tcp 1080

CVS CVS (Concurrent Versions Systems)

CVS  tcp 2401
7.4.5 Multimedia ( )
Multimedia ( ) RealAudio
Streamworks
/
RealAudio 7070/tcp
7.4.6 VPN
Secure Shell Secure Shell UNIX R-
SSH
Virtual Private Network (VPN)
Secure Shell Incoming ( ) Outgoing
( ) SSH
Enable ( )
Incoming ( ) Local Servers ( )
Remote Clients ( ) Outgoing (
) Local Clients ( ) Remote Servers
( )
Secure Shell tcp 22

IPSec IP Security (IPSec)
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IPSec

ESP (Encrypted Security Payload) / AH (Authentication
Header)
Local Gateways ( ) Remote Gateways (
)
IKE IKE Internet Key Exchange IP
1PSec
IKE udp 500
PPP PPP
PPP tcp
udp PPP
Progressive Systems Morning Star VPN (Virtual Private
Network)
Incoming ( ) Outgoing ( )
Local Servers ( ) Remote Clients ( )
Local Clients ( ) Remote Servers (
)
PPP udp 57

V-One SmartPass V-ONE Smartpass V-ONE SmartGate VPN
SmartPass V-ONE
SmartGate (VPN)

L2TP L2TP Level-Two Transport Protocol
L2TP tcp 1701

PPTP PPTP Point-To-Point Tunneling Protocol

PPTP  tcp 1723

7.4.7 Network Management ( )

LAN Manager (NetBIOS) NetBIOS (Network Basic Input/Output System)
Microsoft Networking Lan Management (NetBIOS)
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/ NetBIOS

LAN Manager udp 137
Time Services ( ) NTP (Network Time Protocol)
rdate daytime NTP
/

NTP 123/udp

rdate

daytime

timed 525/udp

1.4
NTP Outgoing ( )
1
rdate NTP rdate
daytime rdate
Ident Ident
Ident tcp 113
Routing Information ( ) IP
Phoenix Adaptive
Firewall ( ) 4
/

BGP 179/tcp

Syslog
Syslog Syslog
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Syslog

SNMP SNMP (Simple Network Management Protocol)

Enable ( )
Incoming ( ) Local Servers (
) Remote Clients ( ) SNMP
Enable ( ) Outgoing (
) Local Clients ( ) Remote
Servers ( ) SNMP
SNMP udp 161

LDAP LDAP Lightweight Directory Access Protocol
LDAP  tcp 389

RADIUS RADIUS (Remote Authentication Dial In User Service)
RADIUS
RADIUS 1812 UDP
RADIUS 1813 UDP

TACACS TACACS Terminal Access Controller Access Control System

TACACS
TACACS udp 49
Ping and Traceroute (Ping Traceroute) Ping Traceroute ICMP
(Internet Control Message Protocol) Ping

Traceroute

ICMP ICMP (Internet Control Message Protocol)

ICMP ICMP 3
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Incoming ( ) Outgoing

( ) Local Servers ( ) Remote
Clients ( ) Local Clients ( )
Remote Servers ( )
7.4.8 Remote Management ( )
Phoenix Secure

Management System

Phoenix
Secure Management System
Phoenix
Secure
Management System
Secure Management System 8181 2005 2
7.4.9 Log ( )
Log ()
No
Reject ( )
Start ( )
End ( )
“Log Sessions( )” IP
"All Packets ( )" "Log Packets (
)’ IP
@) "Log Packet( )”
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8

8.1 Custom Protocols ( )

TCP UDP

TCP Session (TCP )

UDP Session (UDP )

UDP Query/Response (UDP / )

UDP Packet Dst Spec (UDP )
UDP Packet Src Spec (UDP )

Raw IP Packet (Raw IP )

TCP Session (TCP ) Local ( ) Remote( )
TCP
UDP Session (UDP ) Local( ) Remote( )
UDP
UDP
UDP

UDP

UDP Query/Response (UDP / ) UDP

UDP Packet Dst Spec (UDP )
Local( ) Remote( ) UDP

84



UDP Packet Src Spec (UDP
/ )
Raw IP Packet (Raw IP ) TCP UDP
IP
( / )
Port/Protcol ( /
811
Secure Shell
SSH SSH TCP
1. Add( )
2. Incoming ( )
3. Enable ( )
4, TCP Session (TCP
5. Port/Protocol ( / )
6. Name ( ) SSH
7. Local Servers ( )
)
8. OK

8.2 Network Address (Port) Trandation (

ISP
1P 1
(NAT)

ISP
ISP

85

) Port/Protocol (

ICMP
Port/Protcol

22

22

Remote Clients (



(NAT)  NAT

1P
1 “ AP ISP
“ AP NAT
/ (NAPT) NAPT
IP TCP/UDP
NAPT “ " IP
Linux Masquerading ( )
NAPT Phoenix
82 1NAT/NAPT
NAT/NAPT IP
NAPT ISP IP
DSL
NAT/NAPT
Progressive Systems ISP
( ) 1P
Linux
IANA IP
6
IP
10.0.0.0 255.0.0.0
172.16.0.0 255.240.0.0
192.168.0.0 255.255.0.0
6 IP
8.2.2
1 13 ( )l

Linux NAPT ' '
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ISP

1P 1
1P
1 1Mbit
192.168.200.1 192.168.200.254
IP ISP 1P
209.33.44.55 2 Linux 17
7
192 168 2.2
192 163 202 bul 1 2k |
Fuoewall
A 15 44 535
192 | 6%, 201 =
20234400
Inferpet
18
1P
(ethl) 209.33.44.55 255.255.255.0
(eth2) 192.168.200.1 255.255.255.0
209.33.44.1 -
7
ethl

87



209.33.44.55 1P

8.231P (NAPT )

Inbound( )
Inbound( )

Outbound( )
Outbound( )

OQutbound ( )

Internal interface( )

External Interface ( )

1P 2

LAN

ISP

209.41.220.100 255.255.255.255

192.168.212.45 255.255.255.255

8

88




209.41.220.0 255.255.255.0
172.24.0.0 255.255.0.0

9
0.0.0.0 0.0.0.0

10

OK/Cancel (OK/ ) “OK”

Cancel (
Entries ( )
Enable ( )

Masquerade/Don’'t Masquerade (
IP

Interface ( )
Phoenix
ethl

Source IP ( IP)

89




Destination IP (

1P

“masgall”
Enabled (

Masquerade (

o o bk bk

OK

192.168.212.0

1.
2. ‘“private_lan”
3. Enable (

4. Masquerade (
5. Source IP (
192.168.212.0

6.
7. OK

LAN

Add (

Outgoing (

)

RFC1918

IP)

ethl)

255.255.255.0

ethl)
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ABC
FAQ Ql)

Al)

Q2)

A2)

“masqall”
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8.2.4 (NAT )

NAPT (1P )
DMz
Pheonix
Linux NAT
/
( ) 8.2.2
telnet 1P
192.168.200.2 telnet
( 209.33.44.55 23)
TCP ( 192.196.200.2 23)
11

IP 1P
209.33.44.55 | 23 telnet 192.168.200.2 23 telnet
209.33.44.55 | 25 smtp 192.168.200.8 25 smtp

11

8.25 (NAT )

1P 4
OK/Cancel (OK/ ) “OK”

Cancel( )

Entries ( )
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Enable ( )

Forward TCP (TCP

Forward UDP (UDP

Interface IP (

Destination IP (

IP

) TCP

) UDP

Phoenix

Phoenix —ethl 209.41.220.1
Phoenix —eth0 192.168.212.1
192.168.212.55

“SMTP”

Enable ( )
Forward TCP (TCP
TCP )
Interface IP (

Port ( )
Destination 1P(
Port ( )

OK

Eal A

© © N o O»

Add (

)

IP)

25

IP)

25

93

(SMTP

209.41.220.1

192.168.212.55



8.2.6

NAT NAPT
NAT
TCP/UDP
FTP Linux
(Microsoft Net Meeting
8.2.7
SMS Firewall Firewall Status
IP IP
Firewall Status
IP
SMS Restore( )
8.3 V-One SmartGate VPN
Linux SmartGate
SmartGate V-One
(VPN)
VPN 2
Progressive Systems
8.3.1 SmartGate
SmartGate VPN

SmartAdmin
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SmartPass

8.3.2 V-One SmartGate

SmartGate
VPN
SmartPass
Progressive Systems VPN 1
2
8.3.3 SmartPass SmartAdmin
SmartPass SmartAdmin
ftp://ftp.progressive-systems.com/pub/vpn/
SmartAdmin SmartPass
SmartPass
1. SmartPass
zZip
2. SmartPass
3.
OK
SmartPass
3
6. SmartGate
SmartGate SmartPass
1. Web URL SmartGate
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N

http://your.smartgate.domain:3845/0OLR

SmartPass

SmartGate

First Name( ) SG Last Name( ) ADMIN
SamrtPass SmartGate

ADMIN”

SmartPass

SmartGate/Phoenix

SmartPass
SmartPass
IP
)

SmartAdmin

“Network Outbound (

SmartAdmin

zZip
SmartAdmin
SmartGate
SmartAdmin
SmartAdmin SmartAdmin
(3900) (2080)
2
SmartGate 1 1
2

96

“SG



2

2. SmartPass

1P

3. SmartAdmin

SmartPass

)

“Network Outbound (
6

SmartAdmin

zZip
4, SmartAdmin
5. 5 7 SmartPass
SmartAdmin
6. “Users ( )" ID
( “Edit( )...”
(Enable) OK
SmartPass 1
SmartPass
9. SmartAdmin SmartAdmin
(3900) (2080)
SmartGate
1.
"SG ADMIN”
Last Name( ) Last Name( )
“SG
ADM” “SG ADMIN”
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SmartAdmin

SmartAdmin
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9.1

911

/var/log/phoenix.log GUI

cat /proc/net/phoenix_log | tee <filename>
<filename>

“> [dev/null”

cat /dev/null
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9.1.2 Phoenix

Ivar/log/phoenix.log

1/2-15:55:36 eth1::tcp 209.41.220.250/13223<-209.186.246.198/3765 48 syn !pass (769)

1/2-15:55:36

ethl:

tcp
209.41.220.250/13223
<-
209.186.246.198/3765
48

syn

Ipass

(769)

209.41.220.250

tcp

(Ipass)

ping

IP
IP
”Synﬂ
)
209.243.40.33
(8/0/icmp)
748 ((748))
1500

1/2-15:20:25 ethl:: 8/0/icmp 209.41.220.250<-207.243.40.32 1500 !pass (748)
1/2-15:20:26 ethl:: 8/0/icmp 209.41.220.250<-207.243.40.32 1500 !pass (748)
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209.186.246.198 3765
209.41.220.250 13223
tcp
769 ((769))
(Ipass)

1/2-15:55:36 eth1:: tep 209.41.220.250/13223<-209.186.246.198/3765 48 syn !pass (769)

209.41.220.250 51435
152.163.210.84 80  tcp (syn)
385 (385)
80 Web

1/2-15:55:37 ethl:: tcp 209.41.220.250/61435->137.175.48.16/80 40 syn (385)
1/2-15:55:37 ethl:: tcp 209.41.220.250/61436->137.175.48.16/80 40 syn (385)
1/2-15:55:38 eth1:: tcp 209.41.220.250/61437->137.175.48.16/80 40 syn (385)
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10

10.0.1
2
1
Progressive Systems
2 " "
" " Phoenix Firewall
" " Phoenix Firewall
10.0.2
LAN Frame Relay
IP
default
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pass log

pass

10.1

[]

<ruleset> = <ruleset-name> <firewall> <firewall> ...
<ruleset-name> IP

) <firewall>
<firewall> = <firewall-name> <stanza> <stanza> ...
<firewall-name> pass log
10.2
<stanza>

<gtanza> = <keyword>/<keyword>/...

103

default



IP 4 (192.0.2.1
)
default
ifconfig IP
(P
default)
default
default

102 2

pass

log pass

log
default

104



(pass!stanza

)
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1031

~

10.3.2

(pass!stanza

)
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all

src
dst
recv "send”
send “recv”
recv
syn TCP SYN
ACK
estab TCP SYN
established ACK
ack TCP TCP ACK
rst TCP TCP ReSeT
fin TCP TCP FIN
frag
srcport=value IP Value
dstport= value Value
IP
srcaddr= value Value
IP 4
dstaddr=value Value
/ 1P 4
srcmask=value Value
dstmask=value Value
ip-opt=value 1P Value IP

107




10.331P

udp

tcp

icmp

tcp

udp

icmp

icmp

udp

tcp

10.3.4 ip-opt

rr

ts

security

DoD

Isrr

satid

SSIr

srcrt

any
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1035TCP

syn SYN ACK
ack TCP ACK
estab

syn
rst TCP RESET
fin TCP FIN ( )

TCP

109

send

recv




10.3.6

pass lunreach=code
code ICMP
IP code
code
code
TCP code
ICMP TCP RST
net ICMP
host ICMP
prot ICMP
protocol ICMP
port ICMP (UDP
needfrag ICMP
net-unknown ICMP
host-unknown ICMP
net-tos ICMP
host-tos ICMP
prohibited ICMP
precedence ICMP
precedence-cutoff | ICMP

rst

TCP RST
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10.3.7

log pass
1
trace pass log
rejected
log

ftpport ICMP FTP PORT

TCP

save-port

ftppasv ICMP FTP PASV

TCP
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10.3.8

ftp227 FTP “227"

TCP

saveport
ntalkport ntalk

UDP
saveport
label=name
10
timeout=value (TCP )
timeout
keepalive=value (UDP )
keepalive
max=number
trigger=name
dstport=parm
dstport=value
srcport  dstport saveport

Srcport=parm
srcport=value

srcport  dstport
saveport
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10.3.9

[']address|hostname/[ netmask|; number_of _bits] [ /keyword] [ /keyword]
{ template_specification }

/ /
1
1 (tcp udp icmp)
0-225 IP
IP
1
tcp udp
ICMP
syn fin rst ack estab tep
tcp TCP
Syn  fin
estab 1 1
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rst

icmp

ack



10.3.10
#
1192.168.199.1
#
#10.7.123.0 10.7.123.255
10.7.123.0/255.255.255.0
#
10.7.123.0;24
# /
25/tcp # SMTP
10-1023/udp  # UDP
#icmp 1 ICMP
# icmp 2
licmp/5 # ICMP
licmp/3/0 # ICMP
# "bad net"
# 10.7.127
# 192.168.5
#
Isrcaddr=10.7.127.0/srcmask=255.255.255.0/dstaddr=192.168.5.0
# 192.168.12.0
#
Irecv/src/192.168.12.0
#
#
Isend/dst/192.168.12.0

10.3.11
( IP default )
tcp udp
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tcp udp

(DNS) UDP TCP
tcp
1 FTP
FTP 2 1
(ftp-data ) 2 1
1
(ISP) 1
ISP
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11 Phoenix Adaptive Firewall

Phoenix Adaptive Firewall (

Phoenix
Adaptive Firewall ( )
IP C
192.168.210.0 192.168.210.10 4
ftp www smtp DNS
ping
traceroute ICMP
smtp DNS
( A B )
ftp www telnet ping traceroute
2
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## Parseable filter file information for rereading into
## Filter Utilities.

## DO NOT MODIFY THIS FILE BY HAND!
#H# Generated by MST Filter Builder version 1.0.2a
#H# Using Template: Easy Mode Template 1.0.12a
#H~~~~(Main)

##Ht "Cracking Prevention”, 1, 1,1, 1

### 192.168.210.0;24, 127.0.0.0;8

i~~~

#H# "Telnet”, 0

it ~~

#H# 1

Hit#H >

HH# >

i~~~

### "File Transfer (FTP)", 1

### 192.168.210.10

Hit#H >

it ~~

#H# 1

Hit#H >

Hit#H >

i~~~

#H "World Wide Web", 1,0, 0, 0

### 192.168.210.10

Hit#H >

it ~~

###1,0,0,0

Hit#H >

Hit#H >

i~~~

#HH "SMTP Mail", 1

### 192.168.210.10

Hit#H >

it ~~

#H# 1
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### 192.168.210.10

Hit#H >

i~~~

##H# "Name Service (DNS)", 1, 0

### 192.168.210.10

i~~~

##Ht "Ping / Traceroute”, 1, 1

### 192.168.210.10

Hit#H >

it ~~

#H# 1, 1

Hit#H >

Hit#H >

i~~~

### "ICMP", 1,0, 0

Hit#H >

Hit#H >

it ~~

##%#1,0,0

i~~~

## End of parseable section --------------————--ooenmme
default

pass

HHAHHBHH R R R R R
# Generic “shut down this host' label
#

label=shutdown

{

timeout=300

Irecv/srcaddr

}

#

HHAHHBHHBH R R R R R R
### Block source-routed packets
Irecv/ip-opt=srcrt/unreach=srcfail

## Allow external sites to access and configure
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#Ht phoenix firewall

# Web Connection

recv/tcp/dstport=81

send/tcp/srcport=81

# Server connection

recv/tcp/dstport=2005

send/tcp/srcport=2005

#HHHH#H the generic tep session rule #HHHHHHHHHHHHHHHHH
label=tcp-estab

{

keepalive=3600
tcp/estab/srcport/srcaddr/dstport/dstaddr

}

label=rsh-in2

{
send/tcp/syn/dstport=saveport/srcaddr/dstaddr/ ¥
trigger=tcp-estab # /dstport=512-1023

}

label=rsh-in

{

recv/tcp/estab/srcport/dstport/srcaddr/dstaddr/ ¥
rshport/trigger=rsh-in2
tcp/estab/srcport/dstport/srcaddr/dstaddr

}

label=rsh-out2

{

recv/tcp/syn/dstport=saveport/srcaddr/dstaddr/ ¥
trigger=tcp-estab # /dstport=512-1023

}

label=rsh-out

{ send/tcp/estab/srcport/dstport/srcaddr/dstaddr/ ¥
rshport/trigger=rsh-out2
tcp/estab/srcport/dstport/srcaddr/dstaddr

}

##+# Block Incoming IP-spoofed packets
Irecv/srcaddr=192.168.210.0;24
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Irecv/srcaddr=127.0.0.0;8

### Block Outgoing IP-spoofed packets
Isend/dstaddr=192.168.210.0;24
Isend/dstaddr=127.0.0.0;8

# outbound requests to RealAudio(tm) servers
label=realaudio-out

{

keepalive=3600
send/tcp/estab/srcport/srcaddr/dstport/dstaddr/ ¥
realaudioport

{

keepalive
recv/udp/dstport=saveport/srcaddr/dstaddr

}
tcp/estab/srcport/srcaddr/dstport/dstaddr

}

# inbound requests to RealAudio(tm) servers
label=realaudio-in

{

keepalive=3600
recv/tcp/estab/srcport/srcaddr/dstport/dstaddr/ ¥
realaudioport

{

keepalive
send/udp/dstport=saveport/srcaddr/dstaddr

}
tcp/estab/srcport/srcaddr/dstport/dstaddr

}

# an inbound ftp session

label=ftp-in

{

# Allow outbound ftp-data sessions
recv/tcp/estab/srcport/srcaddr/dstport/dstaddr/ftpport
{

## NOTE: this rule requires incoming, non-passive

## ftp's to come from the ftp-data port on your
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## internal ftp server. To remove this restriction,

## remove the "/srcport=ftp-data” from the following
## line:
send/tcp/syn/srcport=20/srcaddr/dstport=ftpport/ ¥
dstaddr/trigger=tcp-estab

}

# Allow inbound PASYV data sessions
send/tcp/estab/srcport/srcaddr/dstport/dstaddr/ftp227
{

timeout=30
recv/tcp/syn/srcaddr/dstport=ftpport/dstaddr/ ¥
trigger=tcp-estab

}

tcp/estab/srcport/srcaddr/dstport/dstaddr

} # end of ftp-in

# an outbound ftp session

label=ftp-ps

{

timeout=30
recv/tcp/estab/srcport/srcaddr/dstport/dstaddr/ftp227
{

send/tcp/syn/srcaddr/dstport=ftpport/dstaddr/ ¥
trigger=tcp-estab

}

}

label=ftp-out

{

# Allow inbound ftp-data sessions
send/tcp/estab/srcport/srcaddr/dstport/dstaddr/ftpport
{

recv/tcp/syn/srcaddr/dstport=ftpport/dstaddr/ ¥
trigger=tcp-estab

}

# Allow outbound PASV data sessions
send/tcp/estab/srcport/srcaddr/dstport/dstaddr/ ¥
ftppasv/trigger=ftp-ps
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tcp/estab/srcport/srcaddr/dstport/dstaddr

}

### Inbound FTP

#*->192.168.210.10
recv/tcp/syn/dstport=21/dstaddr=192.168.210.10/ ¥
trigger=ftp-in

### Inbound WWW

#*->192.168.210.10
recv/tcp/syn/dstport=80/dstaddr=192.168.210.10/ ¥
trigger=tcp-estab

### Inbound SMTP

#*->192.168.210.10
recv/tcp/syn/dstport=25/dstaddr=192.168.210.10/ ¥
trigger=tcp-estab

# dynamic rule for Inbound talk and ntalk tcp sessions
label=talk-ou3

{

recv/tcp/syn/dstport=saveport/srcaddr/dstaddr/ ¥
trigger=tcp-estab

}

##H Outbound TELNET

#*->*

send/tcp/syn/dstport=23/trigger=tcp-estab

##H# Outbound FTP

#*->*

send/tcp/syn/dstport=21/trigger=ftp-out

### Outbound WWW

#*->*

send/tcp/syn/dstport=80/trigger=tcp-estab

##H# Outbound SMTP

#192.168.210.10 -> *
send/tcp/syn/dstport=25/srcaddr=192.168.210.10/ ¥
trigger=tcp-estab

# dynamic rule for Outbound talk and ntalk tcp sessions
label=talk-in3

{
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send/tcp/syn/dstport=saveport/srcaddr/dstaddr/ ¥
trigger=tcp-estab

}

label=ping-in

{ # allow response to inbound ping

keepalive=10

send/O/icmp/srcaddr/dstaddr
recv/8/icmp/srcaddr/dstaddr

}
label=ping-out
{

keepalive=10

recv/O/icmp/srcaddr/dstaddr
send/8/icmp/srcaddr/dstaddr
}

label=trrt-in

{

timeout=60
send/11/icmp/dstaddr
send/3/icmp/srcaddr/dstaddr
}

label=trrt-out

{

timeout=60
recv/11/icmp/dstaddr
recv/3/icmp/srcaddr/dstaddr

}

### Inbound PING
#*->192.168.210.10
recv/8/icmp/dstaddr=192.168.210.10/trigger=ping-in
#H Outbound PING

#*->*
send/8/icmp/trigger=ping-out
### Inbound ICMP Errors
recv/3/icmp# * -> *

recv/4/icmp# * -> *
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recv/11l/icmp# * -> *

recv/12/icmp# * -> *

### Outbound ICMP Errors

# a generic UDP session
label=udp-sess

{

keepalive=60
udp/srcport/dstport/srcaddr/dstaddr

}

# a generic high-to-high UDP session
label=udp-inhi

{

timeout=30
send/udp/dstport/srcaddr/dstaddr/trigger=udp-sess

}
label=udp-ouhi

{

timeout=30
recv/udp/dstport/srcaddr/dstaddr/trigger=udp-sess

}

# a UDP session Useful for stateless UDP like SNMP
label=udp-shrt

{

keepalive=10

udp/srcport/dstport/srcaddr/dstaddr

}

# handle outgoing *requests* for StreamWorks streams
# (actual stream comes *in*)

label=strm-out

{

keepalive=30

udp/srcport/dstport/srcaddr/dstaddr # control stuff
recv/udp/dstport/srcaddr/dstaddr # data stream

}

# handle incoming *requests* for StreamWorks streams

# (actual stream goes *out*)
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label=strm-in

{

keepalive=30

udp/srcport/dstport/srcaddr/dstaddr # control stuff
send/udp/dstport/srcaddr/dstaddr # data stream

}

# dynamic rule for Archie "sessions"

label=archie

{

keepalive=600
udp/srcport/dstport/srcaddr/dstaddr

}

# dynamic rule for replies to DNS requests
label=dns-resp

{

timeout=120
recv/udp/srcport/dstport/srcaddr/dstaddr

}

label=talk-in

{

timeout=120
send/udp/srcport/dstport/srcaddr/dstaddr/talkport/ ¥
trigger=talk-ou3
send/udp/dstport=517/srcaddr/dstaddr/trigger=talk-out
udp/srcport/dstport/srcaddr/dstaddr

}
label=talk-out

{

timeout=120
recv/udp/srcport/dstport/srcaddr/dstaddr/talkport/ ¥
trigger=talk-in3
recv/udp/dstport=517/srcaddr/dstaddr/trigger=talk-in
udp/srcport/dstport/srcaddr/dstaddr

}

label=ntalk-in

{
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timeout=120
send/udp/srcport/dstport/srcaddr/dstaddr/talkport/ ¥
trigger=talk-ou3
send/udp/dstport=518/srcaddr/dstaddr/trigger=ntalk-ou
udp/srcport/dstport/srcaddr/dstaddr

}

label=ntalk-ou

{

timeout=120
recv/udp/srcport/dstport/srcaddr/dstaddr/talkport/ ¥
trigger=talk-in3
recv/udp/dstport=518/srcaddr/dstaddr/trigger=ntalk-in
udp/srcport/dstport/srcaddr/dstaddr

}

HHAHHBHHBH R R R R R R
### Inbound DNS Queries

# anywhere -> 192.168.210.10
recv/udp/dstport=53/dstaddr=192.168.210.10

##H Inbound TRACEROUTE

#*->192.168.210.10
recv/udp/dstport=33410-33524/dstaddr=192.168.210.10/ ¥
trigger=trrt-in

### Outbound DNS replies

#192.168.210.10 -> anywhere
send/udp/srcport=53/srcaddr=192.168.210.10

### Outbound TRACEROUTE

#*->*

send/udp/dstport=33410-33524/trigger=trrt-out

frag

tcp/estab # So that reloading the filter doesn't

# break all current sessions

HHAHHBHHBH R R R R R R
#

# Block automated scans of our address space

#

# RPC
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Irecv/sunrpc/trigger=shutdown/log

# Subnet scan

label=ping-3

{

timeout=2

Irecv/8/icmp/srcaddr/dstaddr
Irecv/8/icmp/srcaddr/trigger=shutdown/log
}

label=ping-2

{

timeout=2

Irecv/8/icmp/srcaddr/dstaddr
Irecv/8/icmp/srcaddr/trigger=ping-3

}

label=ping-1

{

timeout=2

Irecv/8/icmp/srcaddr/dstaddr
Irecv/8/icmp/srcaddr/trigger=ping-2

}

Irecv/8/icmp/trigger=ping-1

#

# Block automated scans of TCP ports
#

label=tcp-3

{

timeout=65
Irecv/tcp/syn/srcaddr/dstaddr/dstport/ ¥
unreach=prohibited
Irecv/tcp/syn/srcaddr/dstaddr/trigger=shutdown/log
}

label=tcp-2

{

timeout=65
Irecv/tcp/syn/srcaddr/dstaddr/dstport/ ¥
unreach=prohibited
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Irecv/tcp/syn/srcaddr/dstaddr/trigger=tcp-3/ ¥
unreach=prohibited/log

}

label=tcp-1

{

timeout=65

Irecv/tcp/syn/srcaddr/dstaddr/dstport/ ¥
unreach=prohibited
Irecv/tcp/syn/srcaddr/dstaddr/trigger=tcp-2/ ¥
unreach=prohibited/log

}
Irecv/tcp/syn/trigger=tcp-1l/unreach=prohibited/log
#

# Block automated scans of UDP ports

#

label=udp-3

{

timeout=65
Irecv/udp/srcaddr/dstaddr/dstport/unreach=prohibited
Irecv/udp/srcaddr/dstaddr/trigger=shutdown/log

}

label=udp-2

{

timeout=65
Irecv/udp/srcaddr/dstaddr/dstport/unreach=prohibited
Irecv/udp/srcaddr/dstaddr/trigger=udp-3/ ¥
unreach=prohibited/log

}

label=udp-1

{

timeout=65
Irecv/udp/srcaddr/dstaddr/dstport/unreach=prohibited
Irecv/udp/srcaddr/dstaddr/trigger=udp-2/ ¥
unreach=prohibited/log

}

# traceroute
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Irecv/udp/dstport=33410-33524/unreach=prohibited

# anything else

Irecv/udp/trigger=udp-1/unreach=prohibited/log

HHAHHBHHBH R R R R R
tep/rst

lall/unreach=prohibited

log
rejected
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